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Resiliency Means Business:
Preparing for Risks to Safe and Reliable Service 
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Jack Kartez – Some Trainer Background

Practice Areas: Natural Hazards & Disaster Planning

Climate Adaptation Planning & Finance

Organization Development

Local Government Finance

Founding Faculty, Texas A&M Hazard Reduction & Recovery Center, 1991

Co-Founder, New England Environmental Finance Center, 2001
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Webinar Agenda
1. Basics: Resiliency and Emergency Planning , AWIA

2. Risk Assessment Tools (VSAT,  Small Systems Checklist)

3. Risk Prioritization & Uncertainty 

4. Risk Reduction Prioritization Tools (RSG, CREAT) 

5. Resilience Planning Process Frameworks

6. Getting Help, Q & A



AWIA
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12 Indicators 

Source: USEPA
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Risk to critical infrastructure such as water systems is a function of 

threat likelihood (probability), vulnerability of an asset, and 

consequences if the threat is realized.
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A Basic Framework for Risk Prioritization
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Source: City of Worcester, MA



A Basic Framework for Risk Prioritization
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EPA’s Creating 
Resilient Water 

Utilities Initiative
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EPA CREAT – Climate Resilience Evaluation & Awareness Tool –

Source: USEPA
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Links to tools will 
all be listed with 
guidance in your 
post-training fact 
sheet.
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Water Utility Climate Alliance Members

Source: https://www.wucaonline.org



Source (and next 2 slides: https://www.wucaonline.org/assets/pdf/project -5056-guidebook



Basic Risk Assessment Process

Mitigation



People + Knowledge Process 



One of the WUCA “Leading Practices” for the Water Sector:

Source: https://www.wucaonline.org/adaptation-in-practice/leading-practices



efcnetwork.org









Thank You!
Contact Jack Kartez at jackk@maine.edu or:

make request on the EFC Network website.

Don’t forget to download and save the Tools Document

mailto:jackk@maine.edu


Cybersecurity



From the experts: cybersecurity-based user awareness and 

education practices

• Have a Cybersecurity Emergency Response Plan

• Maintain an updated inventory of hardware and software 

• Perform regular cyber threat and vulnerability monitoring 

• Establish complex passwords and a good password policy

• Use multifactor authentication 

• Update or patch software regularly

• Utilize reputable antivirus and malware software

• Remove or disable unused features, ports, software, and devices

• Use network firewalls

• Limit remote connections to SCADA* systems

• Install independent cyber-physical safety systems (cut-outs)

There are other basic practices as well…see links in the resource document.

* Supervisory Control and Data Acquisition systems




